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1. Execu7ve	
  Summary
Georgia	
  Tech’s 	
  Computer	
   and	
  Network	
  Usage	
  and	
  Security	
   Policy	
   (CNUSP)	
   provides 	
  the 	
  guiding	
  
principles	
  for	
  use	
  of	
  Informa6on	
  Technology	
  (IT)	
  Resources 	
  at	
  Georgia 	
  Tech.	
   	
  It	
   is 	
  the	
  policy	
  of	
  the	
  
Ins6tute	
  that	
   its 	
  IT	
   resources 	
  be 	
  used	
  ethically	
   and	
  legally,	
   in	
  accord	
  with	
  applicable 	
  licenses 	
  and	
  
contracts,	
  and	
  according	
  to	
  their	
   intended	
  use	
  in	
  support	
  of	
  the	
  Ins6tute’s	
  mission.	
   	
  Faculty,	
  staff,	
  
and	
   students 	
  are	
   expected	
   to	
   behave	
   in	
   an	
   ethical 1 	
   and	
   professional 	
  manner	
   when	
   using	
   IT	
  
Resources.	
  	
  

The	
  CNUSP	
  establishes	
  the	
  necessary	
  balance	
  between	
  Georgia 	
  Tech’s 	
  culture	
  of	
  openness,	
  trust,	
  
and	
  integrity	
  and	
  the 	
  appropriate 	
  level 	
  of	
  security	
  to	
  protect	
  resources.	
   	
  The	
  principles 	
  established	
  
are:

1. The	
  Ins6tute	
  is	
  commiNed	
  to	
  protec6ng	
  Georgia	
  Tech	
  users	
  of	
  IT	
  resources	
  and	
  data.
2. The	
   Ins6tute 	
   is 	
   commiNed	
   to	
   protec6ng	
   the 	
   Confiden6ality,	
   Integrity,	
   and	
   Availability	
   of	
  

Georgia	
  Tech	
  IT	
  resources	
  and	
  data.
3. Users 	
  of	
  Georgia	
  Tech	
  IT	
  resources 	
  and	
  data	
  will 	
  be	
  good	
  stewards 	
  of	
  the 	
  resources	
  to	
  which	
  

they	
  have	
  access	
  and	
  will	
  act	
  in	
  a	
  responsible	
  manner.
4. The	
  Ins6tute	
   is 	
  bound	
  by	
   federal,	
   state,	
   and	
   local 	
  laws 	
  as 	
  well 	
  as 	
  contractual 	
  and	
  regulatory	
  

obliga6ons	
  to	
  protect	
  access	
  to	
  Georgia	
  Tech	
  IT	
  resources	
  and	
  data.

2. Scope
This 	
  Ins6tute-­‐wide 	
  policy	
  addresses 	
  proper	
   use	
  of	
  all 	
  Georgia 	
  Tech	
  IT	
  resources 	
  and	
  applies 	
  to	
  all	
  
users 	
  of	
  Georgia 	
  Tech	
  resources.	
   	
   All 	
  business	
  agreements 	
  and	
  contracts	
  must	
   comply	
   with	
  this	
  
policy	
  and	
  the	
  Georgia	
  Tech	
  Data	
  Access	
  Policy.

The	
   CNUSP	
   is	
   the	
   governing	
   informa6on	
   technology	
   policy	
   for	
   Georgia 	
   Tech.	
   	
   Other	
   policies,	
  
standards,	
   procedures,	
   and	
   safeguards 	
   documents 	
  may	
   augment	
   restric6ons 	
   for	
   the 	
   sake 	
   of	
  
security,	
  but	
  may	
  not	
  reduce	
  the	
  minimum	
  requirements	
  established	
  in	
  this	
  policy.	
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   Expecta)on	
  of	
  Privacy

Georgia	
   Tech	
   provides	
   Users 	
   compu6ng	
   and	
   network	
   resources 	
   (together,	
   "Compu6ng	
  
Resources")	
   for	
   the 	
  purpose	
   of	
   conduc6ng	
   authorized	
   Georgia	
   Tech	
   business.	
   	
   Compu6ng	
  
Resources 	
  are	
  to	
  be	
  used	
  in	
  a	
  safe	
  and	
  efficient	
  manner.	
   	
  Users	
  have 	
  no	
  expecta6on	
  of	
  privacy	
  
to	
  any	
   informa6on	
  created	
  or	
   stored	
  on	
  any	
   Georgia	
  Tech	
  Compu6ng	
  Resource.	
   	
  Authorized	
  
Georgia	
  Tech	
  Officials 	
  have	
  the	
  right,	
  at	
  any	
  6me	
  and	
  in	
  their	
  sole 	
  discre6on,	
  to	
  monitor,	
  access,	
  
search	
  and	
  read	
  any	
   informa6on	
  stored	
  on	
  any	
   Compu6ng	
  Resource.	
   	
  Any	
   examina6on	
  of	
   a	
  
User's 	
  usage	
   of	
  Georgia 	
  Tech's	
  Compu6ng	
   Resources 	
  will 	
  be 	
  conducted	
   in	
   accordance	
  with	
  
Federal 	
  and	
  state	
   laws,	
   as 	
  well 	
  as 	
  approved	
  University	
   System	
  of	
  Georgia 	
  and	
  Georgia	
  Tech	
  
policies 	
  and	
  procedures.	
   	
  Users 	
  should	
  use	
  discre6on	
  and	
  good	
  judgment	
  before 	
  using	
  Georgia	
  
Tech	
  Compu6ng	
  Resources	
  for	
  personal 	
  use,	
   and	
  should	
  remember	
   that	
  any	
  personal 	
  content	
  
will	
  not	
  be	
  confiden6al.	
  	
  	
  

3. Defini7ons

Account	
  Holders Individual	
  accounts	
  are	
  given	
  to	
  all	
  authorized	
  Georgia	
  Tech	
  users.	
  	
  These	
  
accounts	
  iden6fy	
  users	
  by	
  a	
  username	
  or	
  screen	
  name.	
  	
  The	
  accounts	
  are	
  
used	
  in	
  conjunc6on	
  with	
  a	
  password	
  to	
  authen6cate	
  users	
  to	
  various	
  
Georgia	
  Tech	
  services.

Authorized	
  Georgia	
  Tech	
  Of7icials Georgia	
  Tech	
  officials	
  in	
  management	
  posi6ons	
  who	
  are	
  authorized	
  by	
  the	
  
Ins6tute	
  to	
  make	
  decisions	
  regarding	
  IT	
  issues	
  such	
  as	
  monitoring	
  users	
  and	
  
ini6a6ng	
  an	
  incident	
  inves6ga6on	
  that	
  may	
  involve	
  Ins6tute	
  employees.

Bulk	
  Email	
  (spam) Bulk	
  email	
  involves	
  the	
  sending	
  of	
  iden6cal	
  or	
  nearly	
  iden6cal	
  messages	
  to	
  
numerous	
  recipients.

Computing	
  Resources Computer	
  and	
  network	
  devices	
  that	
  are	
  provided	
  to	
  users	
  for	
  the	
  conduct	
  of	
  
Ins6tute	
  Business.	
  	
  This	
  can	
  include	
  computers,	
  laptops,	
  desktops,	
  network	
  
access,	
  smart	
  phones,	
  PDA’s,	
  printers,	
  USB	
  devices,	
  and	
  other	
  machines	
  
purchased	
  by	
  the	
  Ins6tute.

Data	
  Steward Data	
  Stewards	
  are	
  ul6mately	
  responsible	
  for	
  access	
  to	
  the	
  data	
  they	
  
manage.	
  	
  For	
  example,	
  the	
  Registrar	
  is	
  responsible	
  for	
  approving	
  access	
  to	
  
student	
  data.	
  	
  

DOS/DDOS Stands	
  for	
  Denial	
  of	
  Service.	
  	
  This	
  is	
  a	
  type	
  of	
  computer	
  aLack	
  in	
  which	
  a	
  
computer	
  system	
  is	
  made	
  inaccessible	
  to	
  its	
  intended	
  user.	
  	
  Typically,	
  a	
  DOS	
  
aLack	
  involves	
  one	
  user	
  and/or	
  one	
  computer.

DDOS	
  stands	
  for	
  Distributed	
  Denial	
  of	
  Service.	
  	
  This	
  is	
  a	
  DOS	
  aLack	
  from	
  
many	
  computers	
  against	
  one	
  or	
  a	
  few	
  computers.	
  

Employee An	
  employee	
  is	
  any	
  individual	
  who	
  works	
  for	
  Georgia	
  Tech.
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Electronic	
  Communications Electronics	
  communica6on	
  services	
  at	
  Georgia	
  Tech	
  include,	
  but	
  are	
  not	
  
limited	
  to:

•Telephone	
  services
•Network	
  services
•Email
• Instant	
  Messaging	
  and	
  other	
  “chat”	
  programs

Information	
  Technology	
  
Resources

Informa6on	
  Technology	
  resources	
  at	
  Georgia	
  Tech	
  include,	
  but	
  are	
  not	
  
limited	
  to:

• Network	
  services
• Lab	
  computers
• Servers	
  containing	
  Georgia	
  Tech	
  data
• Applica6on	
  services	
  (e.g.	
  web,	
  email,	
  and	
  database	
  access)
• Computers,	
  including	
  laptops/desktops	
  owned	
  by	
  Georgia	
  Tech

Intellectual	
  Property Intellectual	
  Property,	
  or	
  IP,	
  are	
  the	
  legal	
  rights	
  over	
  crea6ons	
  of	
  mind,	
  both	
  
ar6s6c	
  and	
  commercial.	
  	
  Under	
  IP	
  law,	
  owners	
  are	
  granted	
  rights	
  over	
  
intangible	
  assets	
  such	
  as	
  ideas,	
  discoveries,	
  inven6ons,	
  etc.	
  	
  More	
  
informa6on	
  on	
  IP	
  protec6on	
  at	
  Georgia	
  Tech	
  may	
  be	
  found	
  at:
hLp://www.osp.gatech.edu/policies/intellectual.shtml.

Keyboard	
  Logging The	
  prac6ce	
  of	
  covertly	
  recording	
  what	
  keys	
  are	
  struck	
  on	
  a	
  computer	
  
keyboard	
  to	
  ascertain	
  informa6on	
  such	
  as	
  usernames	
  and	
  passwords.

Network	
  Packet	
  Capture The	
  act	
  of	
  capturing	
  data	
  packets	
  crossing	
  the	
  network.	
  	
  This	
  is	
  oXen	
  done	
  
with	
  tools	
  called	
  network	
  sniffers	
  that	
  record	
  the	
  data	
  on	
  a	
  network,	
  and	
  
store	
  it	
  for	
  analysis.

Security	
  Incident An	
  event	
  that	
  occurs	
  due	
  to	
  a	
  malicious	
  act	
  or	
  intent	
  to	
  do	
  harm	
  to	
  a	
  
computer	
  system	
  or	
  network.

Sensitive	
  Data As	
  defined	
  by	
  the	
  Data	
  Access	
  Policy,	
  sensi6ve	
  data	
  is	
  informa6on	
  that	
  is	
  
considered	
  private	
  and	
  should	
  be	
  guarded	
  from	
  disclosure;	
  disclosure	
  of	
  the	
  
informa6on	
  may	
  contribute	
  to	
  financial	
  fraud	
  or	
  violate	
  state	
  and/or	
  federal	
  
law.

Student Students	
  are	
  individuals	
  enrolled	
  in	
  classes	
  at	
  Georgia	
  Tech.
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4. Statement	
  of	
  Policy
The	
  policy	
  statements 	
  below	
  apply	
  to	
  all 	
  Georgia 	
  Tech	
  account	
  holders 	
  and	
  users 	
  of	
  Georgia 	
  Tech	
  IT	
  
(Informa6on	
   Technology)	
   resources	
   including	
   but	
   not	
   limited	
   to	
   students,	
   applicants,	
   faculty,	
  
affiliates,	
  staff	
  and	
  contractors	
  

4.1	
  Copyright	
  	
  and	
  Intellectual	
  Property4.1	
  Copyright	
  	
  and	
  Intellectual	
  Property

Copyrighted	
  Material

Users	
  of	
  Georgia	
  Tech	
  IT	
  resources	
  must	
  
respect	
  copyrights	
  and	
  trademarks.	
  

Copyrighted	
  or	
  Trademarked	
  works	
  including	
  but	
  not	
  limited	
  
to	
  computer	
  programs,	
  movies,	
  television	
  programs,	
  music,	
  
photographs,	
  and	
  published	
  material	
  (e.g.	
  books,	
  journals)	
  
must	
  not	
  be	
  copied,	
  distributed,	
  or	
  shared	
  without	
  prior	
  
permission	
  from	
  the	
  copyright	
  or	
  trademark	
  holders.	
  	
  More	
  
informa6on	
  on	
  copyright	
  and	
  Fair	
  Use	
  may	
  be	
  found	
  at:	
  
hLp://www.library.gatech.edu/services/reserves/
copyright.php.

Intellectual	
  Property

Users	
  creating	
  intellectual	
  property	
  using	
  
Georgia	
  Tech	
  IT	
  resources	
  should	
  consult	
  the	
  
appropriate	
  resources	
  for	
  guidance.

The	
  following	
  resources	
  should	
  be	
  consulted	
  regarding	
  
crea6on,	
  ownership,	
  and	
  use	
  of	
  intellectual	
  property:

• Determina6on	
  of	
  Rights	
  and	
  Equi6es	
  in	
  Intellectual	
  
Property,	
  Board	
  of	
  Regents	
  Policy	
  Manual,	
  sec6on	
  
603.03,	
  2/2/94	
  and	
  subsequent	
  revisions	
  at	
  hLp://
www.usg.edu/regents/policymanual/600.phtml	
  

• Related	
  Georgia	
  Tech	
  intellectual	
  property	
  policies	
  at	
  
hLp://www.academic.gatech.edu/handbook/	
  

Export	
  Control

Users	
  traveling	
  abroad	
  or	
  working	
  with	
  
foreign	
  nationals	
  must	
  be	
  aware	
  of	
  export	
  
control	
  rules	
  and	
  regulations.

Considera6on	
  should	
  be	
  given	
  to	
  the	
  export	
  of	
  ideas,	
  
technology,	
  and	
  documenta6on.	
  	
  The	
  appropriate	
  
management	
  should	
  be	
  consulted	
  prior	
  to	
  export	
  of	
  any	
  
material	
  that	
  is	
  in	
  ques6on.	
  	
  More	
  informa6on	
  about	
  export	
  
control	
  may	
  be	
  found	
  on	
  Georgia	
  Tech’s	
  Office	
  of	
  Legal	
  Affairs	
  
site	
  at:	
  hLp://www.export.gatech.edu/	
  .

So;ware	
  Licensing

User	
  must	
  respect	
  licenses	
  to	
  install	
  and	
  use	
  
software.	
  	
  

The	
  number	
  of	
  copies	
  of	
  soXware	
  must	
  be	
  handled	
  in	
  such	
  a	
  
way	
  that	
  the	
  number	
  of	
  simultaneous	
  users	
  in	
  a	
  unit	
  does	
  not	
  
exceed	
  the	
  number	
  of	
  copies	
  purchased	
  by	
  the	
  unit.	
  	
  Users	
  
must	
  also	
  be	
  aware	
  that	
  in	
  some	
  cases	
  licenses	
  for	
  soXware	
  
does	
  not	
  allow	
  for	
  the	
  soXware	
  to	
  be	
  installed	
  on	
  home	
  
machines	
  or	
  on	
  machines	
  at	
  other	
  campuses	
  or	
  loca6ons.	
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4.2	
  Integrity	
  of	
  Resources	
  and	
  Protection	
  of	
  Data4.2	
  Integrity	
  of	
  Resources	
  and	
  Protection	
  of	
  Data

Respect	
  for	
  Users

Members	
  of	
  the	
  Georgia	
  Tech	
  community	
  have	
  
the	
  responsibility	
  to	
  respect	
  the	
  privacy	
  of	
  
others.

Users	
  of	
  Georgia	
  Tech	
  resources	
  must	
  not	
  aLempt	
  to	
  access	
  
data	
  or	
  systems	
  they	
  are	
  not	
  authorized	
  to	
  access	
  and	
  are	
  
expected	
  to	
  respect	
  the	
  integrity	
  of	
  Georgia	
  Tech	
  IT	
  resources.

Data	
  Confiden)ality	
  and	
  Integrity

Users	
  of	
  Georgia	
  Tech	
  IT	
  resources	
  are	
  
responsible	
  for	
  upholding	
  the	
  con7identiality	
  
and	
  integrity	
  of	
  data	
  to	
  which	
  they	
  have	
  
access.

Users	
  are	
  prohibited	
  from	
  inspec6ng,	
  copying,	
  altering,	
  
distribu6ng	
  or	
  destroying	
  anyone	
  else’s	
  files	
  or	
  network	
  
traffic,	
  including	
  but	
  not	
  limited	
  to	
  those	
  related	
  to	
  Ins6tute	
  
business,	
  research,	
  and	
  teaching,	
  without	
  proper	
  
authoriza6on.

Proper	
  authoriza6on	
  may	
  be	
  required	
  not	
  only	
  from	
  the	
  
person	
  from	
  whom	
  the	
  data	
  originated,	
  but	
  also	
  from	
  
Ins6tute	
  management	
  or	
  Ins6tute	
  data	
  stewards.	
  	
  If	
  there	
  is	
  a	
  
ques6on,	
  users	
  are	
  encouraged	
  to	
  check	
  with	
  their	
  
management	
  before	
  aLemp6ng	
  to	
  access	
  the	
  data	
  without	
  
permission.

Users	
  who	
  are	
  authorized	
  to	
  access	
  sensi6ve	
  data	
  (e.g.	
  
student	
  data)	
  are	
  not	
  authorized	
  to	
  distribute	
  this	
  data	
  to	
  
other	
  uses	
  or	
  grant	
  other	
  users	
  access	
  to	
  the	
  same	
  data	
  
without	
  permission	
  from	
  the	
  Data	
  Steward.	
  	
  Permission	
  to	
  
access	
  sensi6ve	
  data	
  may	
  be	
  obtained	
  through	
  Data	
  Stewards	
  
per	
  the	
  Data	
  Access	
  Procedures.	
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Protec)on	
  of	
  IT	
  Resources

Georgia	
  Tech	
  users	
  are	
  expected	
  to	
  respect	
  
the	
  integrity	
  of	
  Georgia	
  Tech	
  IT	
  resources	
  to	
  
which	
  they	
  have	
  access.

This	
  includes	
  but	
  is	
  not	
  limited	
  to	
  modifying	
  soXware,	
  
systems,	
  or	
  networks	
  that	
  are	
  not	
  owned	
  or	
  managed	
  by	
  the	
  
user;	
  accessing	
  systems	
  that	
  you	
  are	
  not	
  authorized	
  to	
  access;	
  
knowingly	
  installing	
  or	
  running	
  malicious	
  or	
  disrup6ve	
  
soXware.

Authorized	
  users	
  have	
  a	
  responsibility	
  to	
  ensure	
  the	
  security	
  
and	
  integrity	
  of	
  personally	
  owned	
  (or	
  managed)	
  systems,	
  as	
  
well	
  as	
  Ins$tute	
  Data	
  accessed	
  through	
  such	
  systems.	
  Unit	
  
Technical	
  Leads	
  have	
  the	
  responsibility	
  to	
  authorize	
  
connec6ons	
  to	
  the	
  unit	
  or	
  departmental	
  networks,	
  excluding	
  
LAWN	
  connec6ons.	
  Users	
  may	
  consult	
  with	
  their	
  Technical	
  
Leads	
  on	
  security	
  and	
  system	
  administra6on	
  issues	
  and	
  
responsibili6es,	
  although	
  Technical	
  Leads	
  bear	
  no	
  
responsibility	
  for	
  maintaining	
  personally	
  owned	
  systems.	
  	
  
Systems	
  connec6ng	
  to	
  Georgia	
  Tech	
  resources	
  must	
  adhere	
  to	
  
an	
  appropriate	
  set	
  of	
  security	
  requirements,	
  as	
  documented	
  
in	
  the	
  Computer	
  and	
  Network	
  Security	
  Procedures.

Georgia	
  Tech	
  recognizes	
  the	
  value	
  of	
  the	
  research	
  being	
  done	
  
in	
  the	
  areas	
  of	
  computer	
  and	
  network	
  security.	
  	
  During	
  the	
  
course	
  of	
  their	
  endeavors,	
  researches	
  may	
  have	
  a	
  need	
  to	
  
work	
  with	
  malicious	
  soXware	
  and	
  with	
  systems	
  that	
  do	
  not	
  
adhere	
  to	
  the	
  security	
  standards	
  described	
  above.	
  	
  
Researchers	
  are	
  responsible	
  for	
  their	
  ac6ons	
  and	
  research	
  and	
  
must	
  take	
  all	
  necessary	
  precau6ons	
  to	
  ensure	
  that	
  their	
  
research	
  will	
  not	
  affect	
  other	
  Georgia	
  Tech	
  systems,	
  networks,	
  
or	
  users.

Protec)on	
  of	
  Sensi)ve	
  Data

In	
  receiving	
  access	
  to	
  privileged	
  or	
  sensitive	
  
data,	
  authorized	
  users	
  accept	
  responsibility	
  to	
  
protect	
  the	
  information	
  accessed	
  and	
  used	
  on	
  
their	
  computer.

Authorized	
  users	
  may	
  have	
  access	
  to	
  privileged	
  informa6on	
  
that	
  must	
  be	
  protected.	
  	
  Employees	
  must	
  take	
  all	
  necessary	
  
steps	
  to	
  prevent	
  unauthorized	
  access	
  to	
  this	
  informa6on.	
  	
  
Users	
  may	
  obtain	
  help	
  in	
  protec6ng	
  their	
  systems	
  and	
  data	
  
from	
  their	
  unit’s	
  IT	
  staff	
  or	
  from	
  OIT.

Protec)on	
  of	
  Research	
  Data

Researchers	
  are	
  responsible	
  for	
  the	
  
safeguarding	
  of	
  data	
  that	
  is	
  created	
  during	
  the	
  
course	
  of	
  research	
  projects.

Researchers	
  should	
  review	
  contracts	
  that	
  are	
  in	
  effect	
  for	
  a	
  
research	
  project	
  and	
  make	
  sure	
  that	
  all	
  IT	
  security	
  
requirements	
  are	
  being	
  met.	
  	
  In	
  addi6on,	
  researchers	
  should	
  
make	
  sure	
  that	
  research	
  data	
  is	
  stored	
  in	
  a	
  safe,	
  secure	
  
manner	
  so	
  that	
  it	
  may	
  be	
  recovered	
  in	
  the	
  event	
  of	
  a	
  loss.

Remote	
  Access	
  to	
  GT	
  Protected	
  Resources

Georgia	
  Tech	
  users	
  should	
  use	
  a	
  secure	
  
method	
  to	
  access	
  protected	
  Georgia	
  Tech	
  
resources	
  remotely.

In	
  the	
  event	
  that	
  a	
  user	
  needs	
  to	
  connect	
  to	
  protected	
  
Georgia	
  Tech	
  resources	
  (e.g.	
  servers	
  with	
  sensi6ve	
  or	
  research	
  
data)	
  using	
  a	
  remote	
  access	
  solu6on,	
  several	
  safe	
  and	
  secure	
  
op6ons	
  are	
  available	
  from	
  Georgia	
  Tech	
  OIT	
  and	
  Unit	
  IT	
  
departments.	
  	
  Addi6onal	
  informa6on	
  is	
  available	
  in	
  the	
  
Georgia	
  Tech	
  Remote	
  Access	
  Policy	
  and	
  Standard.

Administrators	
  of	
  Georgia	
  Tech’s	
  enterprise	
  systems	
  should	
  
use	
  the	
  campus	
  VPN	
  service	
  as	
  a	
  secure	
  method	
  to	
  connect	
  to	
  
these	
  resources.
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4.3	
  Unauthorized	
  Access	
  and	
  Circumventing	
  Security4.3	
  Unauthorized	
  Access	
  and	
  Circumventing	
  Security

Protection	
  of	
  Accounts	
  &	
  Passwords

Authorized	
  users	
  are	
  individually	
  responsible	
  
for	
  the	
  security	
  of	
  their	
  Georgia	
  Tech	
  accounts	
  
and	
  passwords.

Users	
  are	
  required	
  to	
  keep	
  their	
  accounts	
  and	
  passwords	
  
secure	
  and	
  must	
  not	
  share	
  their	
  Ins6tute	
  provided	
  account	
  or	
  
password	
  informa6on	
  with	
  anyone	
  without	
  the	
  express	
  
wriLen	
  permission	
  of	
  his	
  or	
  her	
  supervisor.	
  	
  Users	
  that	
  choose	
  
to	
  do	
  so	
  accept	
  the	
  risk	
  that	
  the	
  user	
  account	
  and	
  password	
  
may	
  be	
  used	
  to	
  access	
  resources	
  other	
  than	
  the	
  mail	
  account.

Shared	
  accounts	
  and	
  passwords	
  are	
  typically	
  not	
  permiLed,	
  
but	
  in	
  cases	
  where	
  they	
  are	
  needed	
  (e.g.	
  machine	
  accounts	
  or	
  
lab	
  accounts),	
  an	
  excep6on	
  may	
  be	
  documented	
  using	
  the	
  
Policy	
  Excep6on	
  Process	
  outlined	
  below.

Georgia	
  Tech	
  employees	
  will	
  never	
  ask	
  users	
  to	
  provide	
  their	
  
password	
  informa6on.	
  Addi6onal	
  informa6on	
  on	
  passwords	
  
may	
  be	
  found	
  in	
  the	
  Georgia	
  Tech	
  Password	
  Policy	
  and	
  
Standard.

Permitting	
  Unauthorized	
  Access

Users	
  may	
  not	
  access	
  Georgia	
  Tech	
  IT	
  
resources,	
  run	
  software	
  or	
  hardware,	
  or	
  
con7igure	
  Georgia	
  Tech	
  hardware	
  or	
  software	
  
without	
  appropriate	
  authorization	
  or	
  
permission.

Georgia	
  Tech	
  users	
  may	
  not	
  inten6onally	
  allow	
  access	
  to	
  
Georgia	
  Tech	
  resources	
  by	
  unauthorized	
  users.

Unauthorized	
  access	
  to	
  GT	
  resources	
  is	
  explicitly	
  denied.

Circumventing	
  Security

Users	
  are	
  required	
  to	
  respect	
  security	
  
measures	
  implemented	
  on	
  Georgia	
  Tech	
  
systems,	
  networks,	
  and	
  applications.

Users	
  are	
  prohibited	
  from	
  aLemp6ng	
  to	
  circumvent	
  or	
  
subvert	
  these	
  measures.	
  	
  This	
  does	
  not	
  preclude	
  the	
  use	
  of	
  
security	
  tools	
  by	
  appropriately	
  authorized	
  personnel.	
  

Under	
  no	
  circumstances	
  is	
  a	
  user	
  of	
  Georgia	
  Tech	
  IT	
  resources	
  
and	
  data	
  authorized	
  to	
  engage	
  in	
  any	
  ac6vity	
  that	
  is	
  illegal	
  
under	
  local,	
  state,	
  federal	
  or	
  interna6onal	
  law	
  while	
  u6lizing	
  
Georgia	
  Tech-­‐owned	
  resources.	
  

Incident	
  Reporting
Suspected	
  security	
  incidents	
  should	
  be	
  
reported	
  to	
  system	
  administrators	
  or	
  unit	
  
technical	
  leads	
  immediately.

If	
  a	
  Georgia	
  Tech	
  user	
  suspects	
  that	
  a	
  security	
  incident	
  has	
  
occurred	
  on	
  a	
  system	
  they	
  have	
  access	
  to,	
  they	
  should	
  report	
  
the	
  suspicion	
  immediately	
  to	
  the	
  system	
  administrator	
  or	
  unit	
  
technical	
  lead.
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4.4	
  Usage	
  of	
  IT	
  Resources

Users	
  of	
  Georgia	
  Tech	
  IT	
  resources	
  must	
  respect	
  the	
  rights	
  of	
  other	
  users.	
  	
  Resources	
  use	
  has	
  the	
  
following	
  responsibilities:

4.4	
  Usage	
  of	
  IT	
  Resources

Users	
  of	
  Georgia	
  Tech	
  IT	
  resources	
  must	
  respect	
  the	
  rights	
  of	
  other	
  users.	
  	
  Resources	
  use	
  has	
  the	
  
following	
  responsibilities:

Responsible	
  Use	
  of	
  IT	
  Resources

Users	
  must	
  ensure	
  that	
  Georgia	
  Tech	
  IT	
  
resources,	
  including	
  electronic	
  
communication,	
  are	
  used	
  for	
  scholarly	
  or	
  
Georgia	
  Tech	
  business	
  purposes	
  only.	
  	
  

Incidental	
  personal	
  use	
  is	
  permissible	
  if	
  the	
  use	
  meets	
  the	
  
requirements	
  set	
  forth	
  in	
  the	
  USG	
  Ethics	
  guidelines	
  	
  (hLp://
www.usg.edu/compliance/ethics/):

“USG	
  property	
  shall	
  not	
  be	
  used	
  for	
  personal	
  gain	
  or	
  purposes	
  
except	
  for	
  incidental	
  personal	
  use	
  of	
  email,	
  a	
  telephone	
  to	
  
make	
  a	
  local	
  telephone	
  call	
  or	
  incidental	
  Internet	
  use	
  that	
  is	
  
not	
  inconsistent	
  with	
  applicable	
  laws	
  and	
  policies.	
  However,	
  
members	
  of	
  the	
  USG	
  community	
  should	
  note	
  that	
  such	
  use	
  
must	
  not	
  interfere	
  with	
  the	
  performance	
  of	
  official	
  func6ons	
  
or	
  that	
  individual’s	
  own	
  job	
  performance.	
  Addi6onally,	
  
members	
  of	
  the	
  USG	
  community	
  should	
  understand	
  that	
  
there	
  is	
  no	
  expecta6on	
  of	
  privacy	
  once	
  any	
  personal	
  material	
  
is	
  placed	
  on	
  a	
  government	
  system.”

ResNet	
  and	
  EastNet	
  residents	
  may	
  use	
  their	
  assigned	
  wired-­‐
network	
  port	
  connec6ons	
  for	
  recrea6onal	
  purposes	
  to	
  the	
  
extent	
  that	
  such	
  use	
  does	
  not	
  violate	
  other	
  provisions	
  of	
  this	
  
policy	
  or	
  adversely	
  affect	
  network	
  service	
  performance	
  for	
  
other	
  users	
  engaged	
  in	
  academic	
  ac6vi6es.

Prohibited	
  Use	
  of	
  IT	
  Resources

Use	
  of	
  Georgia	
  Tech	
  IT	
  resources	
  to	
  send,	
  
view,	
  or	
  download	
  inappropriate	
  material	
  is	
  
prohibited.

Such	
  resources	
  include	
  electronic	
  communica6on	
  
technologies	
  like	
  email	
  and	
  instant	
  messaging	
  and	
  web	
  
browsers.	
  	
  Inappropriate	
  material	
  includes	
  fraudulent,	
  
harassing,	
  obscene,	
  threatening,	
  or	
  other	
  messages	
  or	
  
material	
  that	
  are	
  in	
  viola6on	
  of	
  applicable	
  law	
  or	
  Ins6tute	
  
policy	
  is	
  prohibited.

In	
  general,	
  use	
  of	
  Georgia	
  Tech	
  IT	
  resources	
  should	
  not	
  be	
  
used	
  to	
  transmit	
  commercial	
  or	
  personal	
  adver6sements,	
  
solicita6ons,	
  promo6ons,	
  or	
  poli6cal	
  messages.	
  	
  Some	
  mail	
  
lists	
  or	
  web	
  sites	
  have	
  been	
  set	
  up	
  for	
  use	
  of	
  the	
  Georgia	
  Tech	
  
community	
  to	
  sell	
  items	
  and	
  may	
  be	
  used	
  for	
  this	
  purpose.

©	
  Georgia	
  Ins6tute	
  of	
  Technology	
   	
   Page	
  8

http://www.usg.edu/compliance/ethics/
http://www.usg.edu/compliance/ethics/
http://www.usg.edu/compliance/ethics/
http://www.usg.edu/compliance/ethics/


Personal	
  Use	
  of	
  IT	
  Resources

Georgia	
  Tech	
  IT	
  resources	
  may	
  not	
  be	
  used	
  in	
  
connection	
  with	
  compensated	
  outside	
  work,	
  
or	
  for	
  the	
  bene7it	
  of	
  organizations	
  not	
  related	
  
to	
  Georgia	
  Tech.

Such	
  resources	
  include	
  but	
  are	
  not	
  limited	
  to	
  compu6ng	
  
facili6es,	
  services,	
  networks,	
  computers,	
  applica6ons,	
  email,	
  
and	
  instant	
  messaging.

Excep$on:	
  Georgia	
  Tech	
  employees	
  may	
  use	
  IT	
  resources	
  for	
  
compensated	
  outside	
  work	
  in	
  accordance	
  with	
  the	
  Ins6tute	
  
Consul6ng	
  Policy	
  and/or	
  the	
  Access	
  by	
  External	
  En66es	
  to	
  
Ins6tute	
  Informa6on	
  Technology	
  Resources	
  Policy:

Conflict	
  of	
  Interest	
  Policy:	
  hLp://www.admin-­‐fin.gatech.edu/
human/discipline/050400.html

External	
  Access	
  to	
  Ins$tute	
  Resources:	
  hLp://
www.oit.gatech.edu/access-­‐external-­‐en66es-­‐ins6tute-­‐
informa6on-­‐technology-­‐resources 

4.5	
  Management	
  of	
  IT	
  Resources4.5	
  Management	
  of	
  IT	
  Resources

Network	
  Management

The	
  Of7ice	
  of	
  Information	
  Technology	
  is	
  
responsible	
  for	
  planning,	
  implementing,	
  and	
  
managing	
  the	
  Georgia	
  Tech	
  network,	
  
including	
  wireless	
  connections.	
  

The	
  following	
  technologies	
  cannot	
  be	
  implemented	
  at	
  Georgia	
  
Tech	
  without	
  prior	
  wriLen	
  approval	
  by	
  OIT	
  or	
  a	
  Unit’s	
  IT	
  lead:	
  	
  
routers,	
  switches,	
  hubs,	
  wireless	
  access	
  points,	
  voice	
  over	
  IP	
  
(VOIP)	
  infrastructure	
  devices,	
  intrusion	
  detec6on	
  systems	
  
(IDS),	
  intrusion	
  protec6on	
  systems	
  (IPS),	
  and	
  other	
  
networking	
  technologies	
  that	
  may	
  not	
  be	
  included	
  here.	
  	
  The	
  
procedure	
  for	
  reques6ng	
  implementa6on	
  of	
  new	
  (wired	
  or	
  
wireless)	
  networking	
  service	
  to	
  an	
  area,	
  or	
  the	
  expansion	
  in	
  
coverage,	
  is	
  described	
  in	
  Sec6on	
  2.2.4	
  of	
  the	
  Computer	
  and	
  
Network	
  Security	
  Procedures.

Network	
  planning	
  and	
  administra6on	
  responsibili6es	
  may	
  be	
  
delegated	
  to	
  specific	
  units	
  through	
  officially	
  approved	
  unit-­‐
level	
  procedures,	
  in	
  keeping	
  with	
  administra6ve,	
  research,	
  or	
  
instruc6onal	
  requirements.

Network	
  Devices

Units	
  or	
  individuals	
  who	
  install	
  network	
  
devices	
  that	
  perform	
  Network	
  Address	
  
Translation	
  (NAT),	
  Dynamic	
  Host	
  
Con7iguration	
  Protocol	
  (DHCP),	
  or	
  Virtual	
  
Private	
  Networking	
  (VPN)	
  are	
  responsible	
  for	
  
tracking	
  and	
  identifying	
  network	
  traf7ic	
  
generated	
  by	
  the	
  individuals	
  using	
  these	
  
services.

Units	
  or	
  Individuals	
  deploying	
  such	
  devices	
  should	
  consult	
  
with	
  OIT	
  before	
  proceeding.	
  	
  Unless	
  otherwise	
  exempted,	
  
units	
  or	
  individuals	
  who	
  install	
  such	
  a	
  device	
  must	
  retain	
  logs,	
  
for	
  a	
  minimum	
  of	
  thirty	
  (30)	
  days,	
  documen6ng	
  whose	
  use	
  is	
  
represented	
  by	
  the	
  traffic.	
  	
  For	
  computers	
  using	
  NAT	
  or	
  DHCP, 	
  
this	
  informa6on	
  will	
  include	
  the	
  MAC	
  and	
  IP	
  informa6on	
  so	
  
that	
  the	
  IP	
  can	
  be	
  traced	
  back	
  to	
  a	
  specific	
  computer.	
  	
  	
  For	
  
computers	
  that	
  access	
  the	
  network	
  via	
  a	
  VPN,	
  this	
  
informa6on	
  will	
  include	
  the	
  source	
  and	
  the	
  user.	
  	
  Should	
  an	
  
incident	
  (e.g.	
  an	
  event	
  that	
  is	
  a	
  viola6on	
  of	
  the	
  CNUSP)	
  arise,	
  
the	
  Unit	
  or	
  Individual	
  managing	
  such	
  a	
  device	
  will	
  be	
  
responsible	
  for	
  providing	
  informa6on	
  about	
  the	
  traffic	
  and/or	
  
users	
  behind	
  the	
  device	
  involved	
  in	
  the	
  incident.	
  	
  Failure	
  to	
  
comply	
  with	
  the	
  policies	
  and	
  procedures	
  regarding	
  use	
  of	
  such	
  
devices	
  may	
  result	
  in	
  loss	
  of	
  usage	
  privileges	
  or	
  other	
  
administra6ve	
  sanc6ons	
  as	
  referenced	
  in	
  this	
  policy.
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Information	
  Retrieval	
  Systems

With	
  the	
  permission	
  of	
  the	
  appropriate	
  unit	
  
head,	
  units	
  and	
  individuals	
  may	
  con7igure	
  
computing	
  systems	
  to	
  provide	
  information	
  
retrieval	
  services	
  to	
  the	
  Georgia	
  Tech	
  
community	
  and/or	
  public	
  at	
  large.

All	
  such	
  services,	
  including	
  but	
  not	
  limited	
  to,	
  web	
  servers,	
  Xp	
  
servers,	
  and	
  other	
  servers	
  that	
  present	
  material	
  to	
  the	
  
community	
  or	
  the	
  public	
  must	
  be	
  in	
  strict	
  compliance	
  with	
  all	
  
applicable	
  provisions	
  in	
  this	
  policy	
  as	
  well	
  as	
  the	
  Data	
  Access	
  
Policy.	
  	
  In	
  addi6on,	
  users	
  must	
  be	
  familiar	
  with	
  the	
  risks	
  
associated	
  with	
  remote	
  access	
  to	
  their	
  computers.

Domain	
  Names
Requests	
  to	
  establish	
  new	
  domain	
  names	
  
must	
  be	
  forwarded	
  to	
  the	
  Of7ice	
  of	
  
Information	
  Technology	
  for	
  review	
  and	
  
evaluation.

Requests	
  for	
  names	
  not	
  ending	
  in	
  “gatech.edu”	
  will	
  undergo	
  
more	
  scru6ny	
  and	
  must	
  have	
  the	
  appropriate	
  jus6fica6ons	
  
and	
  level	
  of	
  appropriateness	
  for	
  approval.	
  All	
  such	
  requests	
  
require	
  the	
  approval	
  of	
  the	
  Associate	
  Vice	
  President	
  and	
  
Associate	
  Vice	
  Provost	
  for	
  Informa6on	
  Technology.

4.6	
  Policy	
  Exceptions4.6	
  Policy	
  Exceptions

Excep)on	
  Requests

Users	
  or	
  Units	
  may	
  apply	
  for	
  policy	
  exceptions	
  
when	
  a	
  legitimate	
  scholarly	
  or	
  business	
  need	
  
exists.

Georgia	
  Tech	
  recognizes	
  that	
  there	
  will	
  be	
  instances	
  where	
  a	
  
user	
  or	
  Unit	
  may	
  have	
  a	
  legi6mate	
  business	
  or	
  scholarly	
  
reason	
  to	
  not	
  follow	
  a	
  policy	
  or	
  por6on	
  of	
  a	
  policy.	
  	
  In	
  these	
  
cases,	
  the	
  user	
  or	
  Unit	
  may	
  apply	
  for	
  a	
  Policy	
  Excep6on	
  for	
  
their	
  par6cular	
  need.	
  	
  The	
  purpose	
  of	
  the	
  process	
  is	
  to	
  
document	
  those	
  excep6ons	
  so	
  that	
  the	
  Ins6tute	
  is	
  aware	
  of	
  
any	
  poten6al	
  areas	
  of	
  risk.	
  	
  

The	
  Excep$on	
  Policy	
  may	
  be	
  found	
  at:

hLp://www.oit.gatech.edu/sites/default/files/
excep6on_policy.pdf	
  	
  
	
  

Units	
  may	
  file	
  excep$ons	
  via	
  remedy	
  $ckets:

hLp://www.remedy.gatech.edu/

(Select	
  OIT	
  IS:	
  Policy	
  Excep$on	
  Records)
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5. Responsibili7es

5.1. Unit	
  Heads
Unit	
  heads	
  are	
  responsible	
  for	
  technology	
  planning,	
  implementa6on,	
  and	
  maintenance.	
  	
  While	
  
specific	
  responsibili6es	
  and	
  authori6es	
  noted	
  below	
  may	
  be	
  delegated,	
  this	
  overall	
  responsibility	
  
cannot	
  be	
  delegated.	
  	
  Specific	
  responsibili6es	
  include:

Unit	
  Head OIT
Policy	
  
Communica7on	
  
and	
  Educa7on

Communicate	
  new	
  policies	
  and/or	
  
standards	
  to	
  Unit	
  faculty/staff.
Facilitate	
  regular	
  awareness	
  sessions	
  
(for	
  example,	
  during	
  semi-­‐annual	
  staff	
  
mee6ngs)	
  or	
  promote	
  the	
  OIT-­‐IS	
  
provided	
  training	
  on	
  new	
  or	
  revised	
  
policies	
  and	
  standards.

Provide	
  training	
  on	
  security	
  policies	
  
and	
  standards.
Communicate	
  new	
  policies	
  and/or	
  
standards	
  to	
  the	
  Units.

Informa7on	
  
Technology	
  and	
  
Security	
  Support

Maintain	
  an	
  adequate	
  technical	
  
support	
  team	
  including	
  at	
  least	
  one	
  
non-­‐student	
  permanent	
  employee	
  as	
  
technical	
  lead.

Ensure	
  that	
  sufficient	
  funding	
  is	
  
provided	
  to	
  support	
  the	
  unit’s	
  IT	
  
infrastructure.

Provide	
  centralized	
  IT	
  services	
  to	
  
campus.

Policy	
  
Enforcement

Ensure	
  informa6on	
  systems	
  planning,	
  
implementa6ons,	
  and	
  opera6ons	
  are	
  
in	
  keeping	
  with	
  this	
  policy	
  and	
  the	
  Data	
  
Access	
  Policy

Provide	
  support	
  in	
  the	
  way	
  of	
  
educa6on	
  and	
  awareness	
  efforts	
  
and	
  risk	
  assessments	
  to	
  units.

Incident	
  
Response

Immediately	
  report	
  suspected	
  
instances	
  of	
  security	
  or	
  policy	
  
viola6ons	
  to	
  OIT	
  Informa6on	
  Security.

Manage	
  IT	
  incidents	
  per	
  hLp://
www.oit.gatech.edu/service/
incident-­‐response/incident-­‐
response.	
  

Unit	
  Self	
  
Assessments

Perform	
  and	
  approve	
  an	
  annual	
  self-­‐
assessment	
  conducted	
  by	
  the	
  unit,	
  
with	
  a	
  semi-­‐annual	
  follow-­‐up	
  on	
  
iden6fied	
  risks	
  using	
  the	
  supplied	
  
Georgia	
  Tech	
  tools	
  (hLp://
www.risks.gatech.edu).

Provide	
  self-­‐assessment	
  templates	
  
and	
  training	
  to	
  units.
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5.2. System	
  Administrators/Tech	
  Leads
The	
  unit	
  technical	
  lead	
  is	
  the	
  person	
  delegated	
  responsibility	
  for	
  informa6on	
  technology	
  planning,	
  
implementa6on,	
  and	
  maintenance	
  by	
  the	
  unit	
  head.	
  	
  While	
  the	
  unit	
  head	
  retains	
  final	
  
responsibili6es	
  for	
  all	
  func6ons	
  within	
  their	
  unit,	
  the	
  technical	
  lead	
  must	
  have	
  the	
  appropriate	
  skill	
  
set	
  to	
  meet	
  the	
  informa6on	
  technology	
  planning,	
  informa6on	
  technology	
  budget	
  planning,	
  and	
  
informa6on	
  technology	
  management	
  required	
  for	
  the	
  unit.

Technical	
  Lead OIT
IT	
  Evalua7on	
  
and	
  Planning

The	
  technical	
  lead	
  must	
  maintain	
  
familiarity	
  with	
  emerging	
  technologies	
  
and	
  how	
  they	
  may	
  help	
  and/or	
  impact	
  
the	
  unit’s	
  mission.	
  	
  The	
  state	
  of	
  the	
  
technology	
  (e.g.	
  commercial	
  viability,	
  
security,	
  produc6on	
  quan66es,	
  and	
  
costs)	
  must	
  be	
  considered	
  when	
  
evalua6ng	
  any	
  technology	
  and	
  
planning	
  the	
  purchase	
  and	
  
implementa6on	
  of	
  the	
  technology.

Provide	
  consul6ng	
  on	
  new	
  
technologies	
  and	
  purchases.

IT	
  Maintenance The	
  technical	
  lead	
  is	
  responsible	
  for	
  
ensuring	
  that	
  appropriate	
  maintenance	
  
occurs	
  for	
  all	
  worksta6ons,	
  servers,	
  
and	
  other	
  informa6on	
  technology	
  used	
  
within	
  the	
  unit.	
  	
  The	
  maintenance	
  must	
  
be	
  in	
  keeping	
  with	
  the	
  Computer	
  &	
  
Network	
  Security	
  Procedures	
  and	
  the	
  
Data	
  Access	
  Policy.

Provide	
  centralized	
  IT	
  services,	
  
where	
  possible,	
  to	
  help	
  facilitate	
  
management	
  and	
  maintenance	
  of	
  
Unit	
  worksta6ons	
  and	
  servers.

Security	
  
Planning	
  and	
  
Implementa7on

The	
  technical	
  lead	
  is	
  also	
  responsible	
  
for	
  maintaining	
  a	
  holis6c	
  view	
  of	
  
informa6on	
  security	
  for	
  the	
  unit,	
  and	
  
ensuring	
  that	
  implementa6on	
  of	
  a	
  
product	
  or	
  service	
  does	
  not	
  
compromise	
  the	
  security	
  of	
  the	
  unit’s	
  
IT	
  infrastructure.

Provide	
  consul6ng	
  on	
  products	
  and	
  
services	
  as	
  well	
  as	
  assist	
  the	
  
technical	
  lead	
  in	
  scanning	
  for	
  
poten6al	
  vulnerabili6es.

Applica7on	
  
Development	
  
and	
  Security

The	
  technical	
  lead	
  (and	
  staff)	
  are	
  
responsible	
  for	
  evalua6ng	
  custom-­‐
developed	
  web	
  applica6ons	
  for	
  risk	
  
before	
  pujng	
  them	
  on	
  a	
  public	
  or	
  
Internet	
  facing	
  server.

OIT	
  is	
  responsible	
  for	
  providing	
  the	
  
tools	
  and	
  consul6ng	
  to	
  help	
  units	
  
assess	
  the	
  poten6al	
  risk	
  to	
  custom-­‐
developed	
  web	
  applica6ons.
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6. Compliance
Any	
  person	
  who	
  uses	
  the	
  Ins6tute's	
  informa6on	
  technology	
  resources	
  consents	
  to	
  all	
  of	
  the	
  provisions	
  
of	
  this	
  policy	
  and	
  agrees	
  to	
  comply	
  with	
  all	
  of	
  its	
  terms	
  and	
  condi6ons,	
  and	
  with	
  all	
  applicable	
  state	
  and	
  
federal	
  laws	
  and	
  regula6ons.	
  Users	
  have	
  a	
  responsibility	
  to	
  use	
  these	
  resources	
  in	
  an	
  efficient,	
  
effec6ve,	
  ethical,	
  and	
  lawful	
  manner.	
  Viola6ons	
  of	
  the	
  policy	
  may	
  result	
  in	
  loss	
  of	
  usage	
  privileges,	
  
administra6ve	
  sanc6ons	
  (including	
  termina6on	
  or	
  expulsion)	
  as	
  outlined	
  in	
  applicable	
  Georgia	
  Tech	
  
disciplinary	
  procedures,	
  as	
  well	
  as	
  personal	
  civil	
  and/or	
  criminal	
  liability.

7. Policy	
  Modifica7ons
This	
  policy	
  may	
  be	
  changed	
  by	
  direc6ve	
  from	
  the	
  responsible	
  university	
  officer.	
  	
  The	
  Computer	
  &	
  
Network	
  Security	
  Policy	
  and	
  Procedures	
  may	
  be	
  changed	
  by	
  direc6ve	
  from	
  the	
  Georgia	
  Tech	
  Associate	
  
Vice	
  President	
  and	
  Associate	
  Vice-­‐Provost	
  for	
  Informa6on	
  Technology.	
  Any	
  changes	
  to	
  the	
  policy	
  or	
  
procedures	
  must	
  be	
  promptly	
  communicated	
  to	
  the	
  individuals	
  and	
  offices	
  noted	
  in	
  Sec6on	
  8.

8. Communica7on
Upon	
  approval,	
  this	
  policy	
  shall	
  be	
  published	
  on	
  the	
  Georgia	
  Tech	
  website.	
  The	
  following	
  offices	
  and	
  
individuals	
  shall	
  be	
  no6fied	
  via	
  email	
  and/or	
  in	
  wri6ng	
  upon	
  approval	
  of	
  the	
  policy	
  and	
  upon	
  any	
  
subsequent	
  revisions	
  or	
  amendments	
  made	
  to	
  the	
  original	
  document:

• Associate	
  Vice	
  Provosts
• Deans
• Associate	
  Vice	
  Presidents
• Unit	
  Heads
• Internal	
  Audi6ng
• Office	
  of	
  Legal	
  Affairs
• OIT	
  Informa6on	
  Security
• Technical	
  Leads
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9. References

Resource Link

Georgia	
  Tech	
  IT	
  Policy	
  Website hLp://itpolicies.gatech.edu	
  

Georgia	
  Tech	
  Data	
  Access	
  Policy hLp://www.oit.gatech.edu/sites/default/files/DAP.pdf	
  

Georgia	
  Tech	
  Computer	
  &	
  Network	
  
Security	
  Procedures

hLp://www.oit.gatech.edu/sites/default/files/CNS_Procedures_new.pdf	
  

Georgia	
  Tech	
  Password	
  Policy hLp://www.oit.gatech.edu/sites/default/files/password_policy.pdf	
  

Local,	
  state,	
  and	
  federal	
  laws hLp://www.oit.gatech.edu/law-­‐library	
  

Incident	
  Response	
  Guidelines hLp://www.oit.gatech.edu/service/incident-­‐response/incident-­‐response	
  

Georgia	
  Tech	
  Copyright	
  Infringement	
  
Complaint	
  Response	
  Procedures

hLp://www.oit.gatech.edu/copyright-­‐infringement-­‐complaint-­‐response-­‐
procedures	
  

Georgia	
  Tech	
  Consul6ng	
  Policy	
   hLp://www.admin-­‐fin.gatech.edu/human/discipline/050400.html

Access	
  by	
  External	
  En66es	
  to	
  Ins6tute	
  
Informa6on	
  Technology	
  Resources	
  

hLp://www.oit.gatech.edu/access-­‐external-­‐en66es-­‐ins6tute-­‐informa6on-­‐
technology-­‐resources	
  

Georgia	
  Tech	
  Internal	
  Audit	
  Internal	
  
Control	
  Guide

hLp://www.audit.gatech.edu/resources/internal-­‐control-­‐guide	
  

OHR	
  Policies	
  and	
  Procedures hLp://www.admin-­‐fin.gatech.edu/?page=policies	
  

Georgia	
  Tech	
  Academic	
  Honor	
  Code hLp://www.honor.gatech.edu

Board	
  of	
  Regents	
  Policy	
  Manual hLp://www.usg.edu/regents/policymanual/

CNUSP	
  FAQ’s Students	
  -­‐	
  hLp://www.oit.gatech.edu/it-­‐policies/policy/cnusp-­‐faq-­‐students	
  

Employees	
  -­‐	
  hLp://www.oit.gatech.edu/it-­‐policies/policy/cnusp-­‐faq-­‐employees	
  

Acceptable/Incidental	
  Use	
  -­‐	
  hLp://www.oit.gatech.edu/it-­‐policies/policy/
acceptable-­‐incidental-­‐use-­‐faq	
  

Policy	
  Excep6ons hLp://www.oit.gatech.edu/sites/default/files/excep6on_policy.pdf	
  

hLp://www.oit.gatech.edu/sites/default/files/excep6on_procedures.pdf	
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